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Tracker Group Policy Functions

The PDF-XChange Editor' has available ADMX and ADML files designed to help system administrators manage
their deployment and user experience. Specifically, Tracker Software offers a language-neutral ADMX file for
registry based policy settings of certain features of our editor. Tracker also makes available an ADML file for
language specific settings.

For background on ADMX usage see this Microsoft KB https://technet.microsoft.com/en-
us/library/cc709647%28v=ws.10%29.aspx

PDFXEditor .admx and .adml file(s)

Download PDEXEditor.admx
Download PDFEXEditor.adml

Tracker Software Products Canada Limited has made available the file PDFXEditor.admx for use when setting
PDF. The ADMX file can be used to manage either local policy or a Domain based Policy.

This article will deal specifically with Domain based Group Policy settings using an ADMX file.

This article was written using Windows Server 2012 R2 Active Directory Domain Controller and a
“Central Store for Domain Based GPOs”, however the core methodology is valid also for older
versions of Windows Server back to 2003.

If you choose not to create an ADMX “Central Store”, editing GPOs will work the same way as editing
alocal GPO with ADMX Files. https://technet.microsoft.com/en-
us/library/cc722018%28v=ws.10%29.aspx

For more detail on Editing domain Based GPOs using ADMX file see here:
https://technet.microsoft.com/en-us/library/cc748955%28v=ws.10%29.aspx
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Prerequisites for Administering Domain-Based GPOs with ADMX Files

To complete the tasks in this section, you should have at least:

A Windows Server 2012, 2012 R2, 2008, 2008 R2, Windows Server 2003, or Windows 2000 domain
that uses a DNS name server.

A Windows Vista or newer — based computer to use as an administrative workstation.

A functional Central Store for ADMX files on your Domain controller(s)

The process outline is as follows:

1. Populate the Central Store with your ADMX Files
2. Create an Administrative Policy Template for the PDF-XChange Editor for Domain-Based GPOs
3. Manage Tracker Software Editor Group Policy Settings

a. Enable aPolicy.

b. Disable a Policy.

c. Modify a Policy.

Populate the Central Store with your ADMX Files

Copy PDFXEditor.admx to your Central Store
(typically C:\Windows\SYSVOL\domain\Policies\PolicyDefinitions)

Copy PDFXEditor.adml to your Central Store
(typically C:\Windows\SYSVOL\domain\Policies\PolicyDefinitions\[MUIculture])

LA LA PolicyDefinitions
Home Share View
© ~ 1 | L CAWindows\5YSVOL\domain\Policies\PolicyDefinitions]
o Favorites MName Date modified Type Size
A Administrator 1 EN-US 2015-12-22 10:14 ... File folder
B Desktop || PDFXEditor.admx 2015-12-16 1258 ...  ADMXFile 9 KB
4 Downloads
5 Type: ADMX File
1= Recent places Size: B85 KB
Date modified: 2015-12-16 12:58 PM
1% This PC
Gi MNetwork

Here we have also created the subfolder “EN-US” to house the US English specific language files.
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Create an Administrative Template Policy for PDF-XChange Editor for Domain-Based GPOs

Create a Policy
1. Open the Group Policy Management Console on the appropriate Domain Controller either directly on the
domain Controller or on a management machine.

2. Create a new Tracker Software Editor GPO to edit. Right-click the Group Policy Objects node and select
New.

3. Type a name for the GPO and click OK.

New GPO

MName
[POF-*Change Edtar Settings| |

Source Starter GPO

[inore) V]

4. Expand the Group Policy Objects node.

5. Right-click the name of the GPO you created and click Edit.
&
_§£ File Action View Window Help

= 7F L0 X& B

& Group Policy Managethent PDF-XChange Editor Setting:
« & Forest testdomatnngs Scope | Details | Settings | Delegation
4 | F Domains .
4 3 testdomain.net Links
5 Default Domain Policy Display links in this location: E
b =] 32bitTargets The following sites, domains, and Ols a
- (2] 64bitTargets = =
- (] Domain Controllers ZLEE
- (5] Servers
b (2] staff
I (2] Workstations
a4 [ 5} Group Policy Objects
=/ Default Domain Controllers Policy
Sl Deanit Dafain Boliey,
| .=/ PDF-XChange Editor Settings]
[=] PDF-XChange Editor Install x| Edit...
=/ PDF-XChange Editor Install x GPO Status e
b [ WM Filters
» [ Starter GPOs Eacklps
1 @ Sites Restore from Backup...
I jif?“- Group Policy Modeling Import Settings...
_+ Group Policy Results Save Report... ]
_ GPO can only apphyi
View o % i
Mew Window from Here e
Copy
Delete
Rename
Refresh
Help

6. Group Policy Object Editor automatically reads all ADMX files stored in the central store. When a central
store has been created the Group Policy tools will use the ADMX files only from the central store, ignoring
any ADMX files stored locally on an administrative machine.
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File Action View Help
e nEE E= T

= PDF-XChange Editer Settings [DC1.TESTDOMAIN.MET] ['—.
4 (& Computer Configuration ¢
4 [ Policies
| ] Software Settings
b [ Windows Settings
4[] Administrative Templates: Policy definitions
| PDF-XChange Editor 5.5| 5] Securty
[ File Associations
.| Preferences
| Registration
| Security
[ All Settings
- | Preferences
4 4, User Configuration
4 [ Policies
b (] Software Settings
b [ Windows Settings
4[] Administrative Templates: Policy definitions|
Uiz All Settings
I | Preferences

Select an item to view its description.  Setting
" File Associations
| Preferences
1] Registration

< m >

<[ n > | Extended A Standard /

\
7. By design this template is for Computer Configuration, we do not offer a User configuration ADMX file.
8. Available policies for the PDF-XChange Editor are grouped under 4 categories:

1. File Associations

2. Preferences

3. Registration

4. Security

See here for details on the policies available within each category.
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Manage Tracker Software Editor Group Policy Settings

Enable a Policy.
Policy Title: Check if PDF-Xchange Editor is default app.

This policy will modify whether the Editor will check when it starts if it is the default application for PDF files on
the target computer.

By default the policy will not be enabled. To apply the policy you must first enable it.
To force it to not check on program start you must explicitly disable this policy.
This policy will override user’s local settings

1. Select setting.

Select the category and setting you wish to modify.
File Associations & Check if PDF-Xchange Editor is default... & Edit:
g Group Palicy Management Editor [=T=]

L R el 4

& PDF—XChangEEditu.rSEtti.ngs[DCMTESTDOMAIN.NEI'] - Fﬂg! s :iatt ns ;
a i Computer Configuration = T
g Check if PDF-XChange Editor is Setting
a || Policies =
! 3 default app Iﬂm
b [ Software Settings Edit
b Il Windows Settings Edit policy setting Filter On
4 [ Administrative Templates: Policy definitions|
4[| PDF-XChange Editor 5.5 Requirements: Filter Options...
il Fie oot PDF-XChange Editor v5.5.314 or later Re-Apply Filter
Ml Picferenices Description: All Tasks ,
Bl Regetiation Specifies if the Editor can check on Hel
] Security startup if it is a default PDF =B
; All Settings application and ask userthe set it as
5 Prefeices default if it is not.
4 b User Configuration If this policy is set to "Disable” it will
w: il Paloes override users settings.
b [ Software Settings
b [ Windows Settings
4 [ Administrative Templates: Policy definitions|
"1y All Settings
b ] Preferences
< m >
< [ | > | Extended [ Standard

Edit Administrative Templates policy setting

2. Default setting.
You will be presented with a dialogue box. This dialogue box will present options if available. This
particular policy is simple, you can either enable it or not to check or not check if the Editor is default
when it starts. There are no further options for this policy:
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[5] Check if PDF-XChange Editor is default app

Previous Setting | | Mext Setting
@ Mot Configured ~ Comment: [~
) Enabled
) Disabled to
Supported on: [ ppE_¥Change Editor v5.5.314 or later [~
—
Options:

Help:

Specifies if the Editor can check on startup if it is a default PDF | ~
application and ask user the set it as default if it is not.

If this policy is set to "Disable” it will override users settings.

oK || Careet H Apply

3. Enable setting.
Select Enabled & Click Apply:

3

E Check if PDF-XChange Editor is default app Previous Seting | | Next Setting
Previous Setting Next Setting
O Not Configured Comment: n
@ Enabled
O Disabled [~
Supported on: ['ppF_xChange Editor v5.5.314 o later 7S
=
Options: Help:
Specifies if the Editer can check on startup if it is a default PDF A |
application and ask user the set it as default if it is not.
If this policy is set to "Disable” it will override users settings.
| OK ‘ | Cancel | | Apply |
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Disable a Policy
Policy Title: Check if PDF-Xchange Editor is default app.

1. Select Setting
Select the category and setting you wish to disable.
File Associations & Check if PDF-Xchange Editor is default Edit:

Eile  Action VMiew Help

L R el 4

=] PDF-XChange Editer Settings [DC1. TESTDOMAIN.NET] - I
4 & Computer Configuration )
P8 comp G Check -XChange Editor is Setting
4 [ Policies
b 3 default app M
b [ Software Settings Edit
b (] Windows Settings - ol st e
4 [ | Administrative Templates: Policy definitions)
4 [] PDF-XChange Editor 5.5 Requirements: Filter Options...
e PDF-XChange Editor v5.5.314 or later Re-Apply Filter
f Preferences Description: All Tasks »
:‘ Registration Specifies if the Editor can check on el
] Security startup if it is a default PDF i
:.L All Settings application and ask userthe set it as
5 Prefeices default if it is not.
“ i U,SH Configuration If this policy is set to "Disable” it will
a [ Palicies

b averride users settings.
b || Software Settings

p [ Windows Settings
4[] Administrative Templates: Policy definitions|
{74 All Settings
I ] Preferences

< il > ||, Extended A Standard /
Edit Administrative Templates policy setting

2. Disable Setting
You will be presented with a dialogue box.
Select Disabled & Click Apply:

A

m Check if PDF-XChange Editor is default app

Previous Setting | MNext Setting

) Not Configured Comment:
) Enabled
(®) Disabled

Supported on: [ ppE_¥Change Editor v5.5.314 or later

Help:

Specifies if the Editor can check on startup if it is a default PDF
application and ask user the set it as default if it is not.

If this pelicy is set to "Disable” it will override users settings.

v

| ok ][ cancel [[ appy |
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Modify a Policy
Policy Title: Check if PDF-Xchange Editor is default app.

1. Edit existing Policy
In the Group Policy Management Editor for your appropriate Domain Controller select the PDF-XChange
Editor 5.5 Administrative Template and the category and setting you wish to modify.

Security & Open embedded files policy & Edit:

File Action View Help
=
=/ PDF-XChange Editor Settings [DC1.TESTDOMAI|
4 Cj)mpular(onhguvatmn 7 files policy Setting S
a [ Policies e
2 Software Sett (1] Open embeded files policy Not configured
f i o Edit policy setting i OpenFi|  Edit Not configured
[ Seftwere installation P! 9
5 B Windows Settings i emers [ Openfi Filter On Not configured
4[] Administrative Templates: Policy defi | PDF-XChange Editor v5.5.312 or later L= Protoc Filter Options... Not configured
4[] PDF-XChange Editor 5.5 — liz] Opensi Re-Apply Fitter Net cenfigured
[] File Associations o
o Specifies Editor's behaviur an All Tasks 7
[ Preferences opening embeded files,
] Registration Help
] Security Possible values are:
. Al Settings Always Ask {-1): Always ask user what
)
- to do every time when user wants to
b 7] Preferences
3 open embeded file.
4 ¢ User Configuration Deny (0): Forbids opening all
b [ Policies embeded files
b [ Preferences Allow (1): Allows to open any
embeded fills without restrictions
Use Lists (2, default): Use
trunsted/untrusted list
Allow PDF (3): Always open embeded
PDF files; for other files use defautt
behaviour
< [ >
IB i > | Bxtended £ Standard
Edit Administrative Templates policy setting

2. Default state

You will be presented with a dialogue box. By default this polic
]

is not configured.

m T SR g | Previous Setting | Next Setting |

® Not Configured Comment:
() Enabled

) Disabled

Supported on: [[ppE_X(Chan ge Editor v3.3.312 or later

Options: Help:

Open file: i i Specifies Editor's behaviur on opening embeded files,

Possible values are:

Always Ask (-1): Always ask user what to do every time when
user wants to open embeded file,

Deny (0): Forbids opening all embeded files

Allow (1): Allows to open any embeded files without restrictions
Use Lists (2, default): Use trunsted/untrusted list

Allow PDF (3): Always open embeded PDF files; for other files use
default behaviour
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3. Enable and configure policy
Select Enabled and the Open file dropdown becomes active. Select the desired option for this policy:

m Cpsnemoeceiues policy | Previous Setting | Next Setting |

) Not Configured Comment:
® Enabled

O Disabled

Supperted on: [ ppE_¥Change Editor v5.5.312 or later

Options: Help:

Open file: 5 Specifies Editor's behaviur on opening embeded files.

EfEU“: Possible values are:

Always Ask (-1): Always ask user what to do every time when
eny

Allow

Use Trusted/Untrusted List

Allow PDF

user wants to open embeded file,

Deny (0): Forbids opening all embeded files

Allow (1): Allows to open any embeded files without restrictions
Use Lists (2, default): Use trunsted/untrusted list

Allow PDF (3): Always open embeded PDF files; for other files use
default behaviour

4. Apply the setting
Click Apply & OK

5. Confirm Setting

The Group Policy Management Editor should now show the policy as enabled under the “Security”
category of the PDF-Xchange Editor 5.5 policy definitions:

File Action View Help

e @z Bm T

5] PDF-KChange Editor Settings [DC1. TESTDOMAI| _I

a pf“ygr:zﬁ:;:nnﬂguratlnn o G iy, Setting T
Open embeded files policy Enabled

Open File Trusted/Untrusted List Mot configured

b [ Windows Settings A | Open files policy Not configured
4 [ Administrative Templates: Policy defi| PDF-XChange Editor v3.5.312 or later Protocols Trusted/Untrusted List Not configured
4 [] PDF-XChange Editor 5.5 L] Open sites policy Not configured
(1 File Associations Desoiiion
- Specifies Editor's behaviur on
2] Preferences opening embeded files.
[ Registration

[ Security Possible values are:
% Al Settings Always Ask {-1): Always ask user what
- to do every time when user wants to
b | Preferences
open embeded file.
4 %, User Configuration Deny (0): Forbids opening all
b [ Policies embeded files
b 7 Preferences Allow (1): Allows to open any
embeded files without restrictions
Use Lists (2, default): Use
trunsted/untrusted list
Allow PDF (3): Always open embeded
PDF files; for other files use default
behaviour

4 [ Software Settings
T4 Software installation

Edit policy setting

<] m [>]

< n > | Bxtended /Standard /
5 setting(s)
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'Note that at present only the PDF-XChange Editor supports using an ADMX or ADML file.
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